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Mocne yCTaHOBKW KOMMOHEHTA HEOBXOAMMO HAaCTPOUTb HECKOJIbKO CUCTEMHbIX MAapPaMeTPOB,
cTpanuuy ana CAPTCHA n noarotoBuTb OKpy>keHne ans 6a3 gaHHbiX GeolP.

| o o A N S S o o

Hanonte ux B pa3nene "Cunctema" (3Ha4YoK LiecTepeHku) -> "CUCTEMHbIe HAacTponkn", Bbibpas
MPOCTPAHCTBO UMEH iskwaf .

Kniou OnucaHue Bo3Mo)XHble 3HauYeHus/dencreue

Co3pnanTte HoBbIN pecypc MODX
(Hanpumep, c alias captcha-verify ),
ybenntech, 4TO OH He

- - - ID pecypca MODX gns otobpakeHus .

iskwaf_iskwaf captcha_resource_id K3wWwupyembin. B none

cTpaHunubl CAPTCHA. . .\

Copep>xumoe pecypca" nomectute
BbI30B CHMMNNEeTa [[!IskWafCaptchall

. YkaxkuTe ID 3TOro pecypca 3aeco.

e full : (Mo ymMmonyaHuUio)
JlorupytoTtcs Bce
3anpockl (cpaboTaBLune
npasuaa + obblYyHbIE
BU3WTbI, BKOYana Te, rae
npasuia 6binun
nponyLeHbl 13-3a
CEeCCUOHHOW NpOBEpPKN).

e triggered : JlorupytoTcs
TOJIbKO 3anpochl,
Bbl3BaBLUME
cpabaTbiBaHMe NpaBua.
OnuMoHaNbHO MOXET
nornpoBaTh (haKT
nponycka rnpasua n3-3a
CEeCCMOHHOW MPOBEpPKU
(cM. KOO miaruvHa).

e off : JlIormpoBaHune
OTKJII0YEHO (HO nMpaBuia
nponoJKaT
0encTBoBaTh).

iskwaf iskwaf option log Pe>xum nornposaHus WAF.



Kniou

iskwaf _waf_check mode

iskwaf iskwaf log retention days

iskwaf ip2location download token

iskwaf ip analysis limit per run

iskwaf ip analysis update interval

OnucaHue

Pe>xxum nposepku npasun WAF.

KonnyecTBo gHEN XpaHeHuUs
3anucen B nore iskwaf logs .
CTtapsble 3anucu yganatotca CRON-
CKPUMTOM.

Ball nepcoHaNbHbIA TOKEH ANA
CKaymBaHMs 6a3 OaHHbIX C CalTa
IP2Location.

MakcnmasibHoe KOIM4ecTBo
HOBbIX/yCTapeBLunx IP onsa aHanmsa
3a oguH 3anyck CRON-ckpunTa

analyze ip2location details.php.

MNepnoAnYHOCTb B AHAX AN1S
obHoBNEHMS HGopMauum no IP,
y>Xe cyliecTBylolemy B Tabnvue
netanen.

ABTOMaTM4YecKoe yrnpaBJieHue NpaBuiaMu U 6JI0KUPOBKa MO CTpaHaM

iskwaf iskwaf blocked countries

Brnoknpyemble cTpaHbl

Bo3MO)XXHble 3Ha4YeHus/[leicTBue

e on every request : (o
yMmon4aHuio) Mpasuna
WAF nposepstoTcs npu
KaxxgoM 3anpoce.

e once per session:
Mpasuna WAF
npoBepsaTCsa AN
rnoJib30BaTessa TONIbKO
OOVH pa3 3a ceccuto.
Ecnn nposepka
nponaeHa,
nocaenytoLine 3anpochl B
TON XKe ceccun He
MPOXOAAT MOJIHYIO
nposepky WAF (Ho noru
rnoceLleHunin MoryT
BECTUCb COr1acHo

HacTponke
iskwaf iskwaf option log

).

Yucno (Hanpumep, 7, 30 ). Mo
yMOJI4aHuo B ckpunTe: 7.

[Mony4unTe TOKeH nocne

lite.ip2location.com

perncTtpauunn Ha
n BBeounTe ero 3gechb.

Yucno. Mo ymon4aHuto B CKpunTe:
500.

Yucno. No ymonyaHuio B cCKpunTe:
30.

YKakuTe AByXOyKBeHHble KoAbl
cTpaH (ISO 3166-1 alpha-2) yepes
3anaTyto. Tpaduk 13 3Tux CTpaH
byneT 6n1okMpoBaTbCS, 3a
NCKJII0YEeHMEeM J0BepeHHbIX 6OTOB.
[Mpumep: CN,RU,KP


https://lite.ip2location.com

Kniou

iskwaf iskwaf auto allow as names

iskwaf iskwaf auto allow as numbers

iskwaf iskwaf auto block as names

iskwaf_iskwaf auto_block as_numbers

Revision #1

OnucaHue

Pa3zpewleHHble MeHa KoMnaHunm (AS
Name)

Pa3zpeweHHble HOMepa AS (ASN)

bnokupyemble nMmeHa KoMnaHun (AS
Name)

Bnoknpyemble Homepa AS (ASN)

Created 17 February 2026 05:38:26 by Admin
Updated 17 February 2026 05:38:35 by Admin

Bo3MO)XXHble 3Ha4YeHus/[leicTBue

MmeHa koMmnaHuin (ASN), 4bn
noaceTn 6yayT aBTOMaTUYECKM
pa3pelueHbl. PasgenuTensb -

BepTuKanbHasa YyepTa ( | ). Mpumep:
GOOGLE | Yandex |Microsoft

Homepa aBTOHOMHbIX cuctem (ASN),
YbU nogceTn ByayT aBTOMaTUYECKM
pa3peweHsl. Pasgenntens -

BepTuKanbHasa YyepTa ( | ). Mpumep:
AS15169|AS13238

MmeHa komnaHuin (ASN), 4bn
nonceTn 6ynoyT aBTOMaTUYeCKN
3ab0kMpoBaHbl. PaszpennTens -

BepTuKanbHasa YepTa ( | ). Npumep:
DigitalOcean|OVH

Homepa aBTOHOMHbIX cucteM (ASN),
Ybk nogceTn ByayT aBTOMATUYECKM
3abnoknpoBaHsbl. PazgenmTens -

BepTuKanbHasa YepTa ( | ). Mpumep:
AS14061|AS16276



